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Access the presentation slides: tpb.gov.au/webinar-hub




What we will cover today

v The Code of Professional v Threat environment

Conduct . .
v Cyber risks and issues

v Q&A

v IT controls

v Standards, technical advice,
and research

v Project REDSPICE




Code item 6

You must not disclose any information
relating to a client’s affairs to a third party

unless you have:

» obtained the client’s permission, or

« thereis a legal duty to do so.




Code item 7

You must ensure that a tax
practitioner service that you provide,
or that is provided on your behalf, is
provided competently.




IT controls ‘\)

« Ensure your passwords are strong and secure.
« Remove system access from people who no longer need it.

« Ensure all devices have the latest available security updates.

« Secure your wireless network and be careful when using public ones.
« Be vigilant about what you share on social media.

* Monitor your accounts for unusual activity or transactions.
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Overview

e Cyber security is important

e Resilient national cyber
ecosystem is fundamental to
success.

* ASD is a partner to support
you being effective.

e Eat your cyber veggies.....
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IN CASE OF
CYBERATTACK

BREAK GLASS
AND PULL CABLEs

cyber.gov.au



Standards, Technical Advice, and Research [ACEC shrsam

Cutting edge cybersecurity research and communication innovation.

Foster and lead improvements in cryptography, emerging technology, and
cyber security innovation through international standards.

Partner with industry, academia and government to build and run emerging
tech research labs.

Build the raise train and sustain pathways to build more
commes, advisors and researchers for the mission.

cyber.gov.au 9
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Project REDSPICE

Through REDSPICE, we will expand the range and sophistication

of our intelligence, offensive and defensive Cyber copabilities .
and build on our already-strong enabling foundations \ persistent
‘JL> cyber-hunt
activities
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Me when | first started my job:

Things that keep Dan up at
night....

(Other than my three kids!) Me now:

cyber.gov.au 11



Threat Environment JACSC &t

* 2021/2022 financial year = 76,000
cybercrimes reported to ACSC.

-

* 13% increase from previous
financial year!

* 1 call to the ACSC every 7 minutes

* Vulnerabilities are weaponized in
~48 hours from public disclosure
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e ASD uses our unigue intelligence
insights to write our publications.

cyber.gov.au 12


https://www.flickr.com/photos/140988606@N08/32192716055
https://creativecommons.org/licenses/by-sa/3.0/
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All of these
give me a
headache and
heartburn.....
But are
opportunities for
good!

Cyber Security as a Business Risk Secure by Design and
Default

cyber.gov.au 13



Let’s do this better! [ACSC g

Joint
Awareness
Publications

Essential
Eight

Exercise in a
Box

Partnership
Program

cyber.gov.au 14



Cyber Risks and Issues /ACSC &pweceam

Centre

Data Security

Cloud and 3 Malware and
Party Vendors Ransomware

Account
Security

Identity Theft

cyber.gov.au 15
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Thank You &
please join the ACSC
Partnership Program!

P.S. Do the Essential Eight.....

cyber.gov.au 16



Questions



Stay in touch with the TPB

m tpb.gov.au

. tpb.gov.au/contact

Australian enquiries
1300 362 829

Overseas enquiries
+61 26216 3443
Our enquiry lines are open

Monday to Friday 9 am to 5 pm
(Sydney time)

f facebook.com/TPB.gov

(]

IN linkedin.com/tax-practitioners-board
X twitter.com/TPB_gov_au

3 ‘outube.com/TPBgov



Connect with the ASD

l‘ﬁ asd.gov.au f facebook.com/ people/Australian-Signals-

Directorate/100080230147583
. asd.gov.au/contact

X twitter.com/asdgovau

instagram.com/asd.gov.au

IN linkedin.com/company/asdgovau

1300 CYBER1 (1300 292 371)


tel:1300292371

Disclaimer 0

The information included in this webinar is intended as a general reference for users. The information does not

constitute advice and should not be relied upon as such.

While the Tax Practitioners Board (TPB) makes every reasonable effort to ensure current and accurate information is
included in this webinar, the TPB accepts no responsibility for the accuracy or completeness of any material contained

in this webinar and recommends that users exercise their own skill and care with respect to its use.

Links to other websites may be referenced in this webinar for convenience and do not constitute endorsement of

material on those sites, or any associated organisation, product or service.

Copyright is retained in all works contained in this webinar. Unless prior written consent is obtained, no material may
be reproduced, adapted, distributed, stored or transmitted unless the reproduction is for private or non-commercial

purposes and such works are clearly attributed to the TPB with a copy of this disclaimer attached.
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